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Infroduction

1

his guide is addressed for Health Care Providers

and/or Software Vendors that will use INegoRed

to perform electronic transactions following the

standards for privacy and security as well as for

fransactions and code sets as mandated by

HIPAA (Health Insurance Portability and
Accountability Act of 1996).

Securedi Link allows the health provider to facilitate the
Electronic Data Entry of Claims and establish a
fransparent connection. Other additional functionalities
are not part of the main purpose of this application and
so are not included in this documentation. Please
contact an SECURE EDI Corporation’s representative:

For Continental USA:

Call 1-800-466-9676

Fax: 1-704-675-5513 or

email us at cs@secureedi.com

Before you Start

Before you start the installation and configuration
process, please make sure that your system
complies with the minimum requirementes for
this application. These requirements are listed
below:

Hardware Requirements

Pentium Processor 366MHz or Higher

64 MB RAM Minimum (64MB or above recommended)
30 MB Minimum Hard Disk space available

MODEM 56K or other (DSL Router/Cable/etc) for internet
connectivity

Software Requirements

Microsoft Windows Operating System (95 SE, 98 SE, Me,
NT, 2000 or XP)

Internet Explorer 5.5 SP1 or higher

Microsoft Windows Installer 2.5 or higher



Installation

The software will be delivered to you in self-extract .EXE format.
Double click to open it and initiate the installation process.
This process will be as simple as 1,2,3...

Step1: Confirm Installation

| 1) Securedi Link Bl % |

v, ® & SECUREDI LINK

Welcome to the
Setup Wizard

The nstaller vall guide pou theough the steps requred to instal Securedi Link on youwr compute:

Chok "Nesl" 1o continus

WARNING: Thes compuler program iz protected by copyight law and irteinational ieaties,
Unaulhonzed duplcation o dishibution of this program, or any parbion of £, map esulf in severe
civl or ciminal penakies. and wil be prozecubed to the masimum extent pozzible under the law.

| Cancel " Mes

Click on NEXT to continue with installation process or press
CANCEL to close this window and terminate this process.

NOTE: it is recommended that you close all the applications before
installing SECUREDI LINK.

Step 2: Select the installation directory

Click the BROWSE button to select the installation directory or
click NEXT to select default directory and continue with
installation.

|15 Secured Link L/oe|
Select Installation Folder ;"."'.
'._".. SeCcUrenI LINk

The nstaller vallinstall Securedi Link in the followng folde:

To install in this foldsr. chck "Mest" To instal bo a diteent new o existing folder. erter one
bedow o chick "Browsa",

Eoider  |C:*Pragiam Files" SECUREDILINK), | Browse
o can inglal the sollwate on he fellowing dives
Walume Dizke Size
(= Im 1351
1< »
| Disk Cost.

| Cancel || Piesvious | Hew |
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Step 3: Confirm Installation

Click on NEXT button to initiate the installation process. Click
on PREVIOUS button to go back a step or CANCEL to cancel
this installation.

NOTE: In the windows operating systerns, some of the components
required for one application can be shared with another application.
If you receive a message indicating that the installation program has
failed trying to replace some file please ignore this message and
click CONTINUE to resume installation.
=78
o* .e,

., ® & SECUREDI LINK
L

| 1! Securedi Link

Confirm Installation

The mtaller 5 ready bo nstall Securedi Link an your carputer

Chck "Nest' 1o stad the installation

| Cancel | | Previous | Hea |

After this step, click on the CLOSE button to close this window
and finish the installation process.
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Initial Setup & Configuration
1. Server Name and Connection Type
G Securedi Link - Configuration .'.?’\. | Certificate TF'_;“_

i Connection and Activation Info ] Applicatian ] Integration Seltingsl

Server Mame | 5 | [’
Connection Dial Up Connection
C LAN - _ B
e | Hang Up after Sending and Receiving
‘e DialUp
UseMame
LChange Pazsword

|
|
FPassword !
Activation Key |

Account Mame

| Reaizster

LCancel ‘

For test fransmissions, please select server name TEST, for
communication through the production platform select server
name PRODUCTION.

For connections fo the internet through a LAN configuration
(dedicated line, wireless, DSL, cable, efc), please select "LAN".

Select "Dial-UP " if the connection is via a Dial-up line.

NOTA: For the registration you are required to connect fo the
internet in order to establish a connection with Secure EDI Health
Group ClearingHouse.

NOTA: All communication with SECURE EDI HealthGroup
Clearinghouse requires the use of a digital certificate to provide for
data encryption and authentication. Please install the certificate
from the Securedi Link installation directory. To install the digital
certificate, locate the file NegoRedNet.Cer from the installation
directory. See below for further installation instructions.

Steps for Installing the Digital
Cetificate

On the installation directory, search for a file with the name:
NegoRedNet.Cer. Double click on it to start with the Cerfificate
Installation as shown below.

Geroral | Detads | Certification Path

e

ey
=47 Certificate Information

This L& Root certificate is not brusted, To cnable trost,
install this certificate in the Trusted Root Certification
Authorities store.

Issued ko NegoRed

Issued by: Hegofad

Valed Fromn 1072072000 to 111172004

[Instal Cestificate. .|

[ ex

Click on the "Install Certificate" button to start installation.

w

| certificate Import Wizard B

Welcome to the Certificate Import
Wizard

This wzard helps vou copy certificates, certificate trust
ists, and certificate revocation bsts from your disk bo a
certficate stors,

A certficate, which s issued by a cerbfication authorky, Is
& confirmation of your identity and contans information
used bo peotect data o bo establsh secure netweork,
connections. A cerbficate store is the systam area where
certiicates are kapt,

Tio contirue, chck Mest,

L [t | | Canced

Press NEXT



| Certificate Import Wizard Z}J

Certificate Store
Certificate stores are system areas where cerbficates are kept.

Windows can automatically select a certificate stare, or you can specfy a location for
f.P'.‘J'P;I;r:wa!t.:ali;.l ssiect tl:'le:-:'e.rt'l'fllll:ate stgre'l::-'aséé'a:! tT'e:ypecf -:e?tf-':"e'téﬁ

() Place all certificates in the Fallowing stare

| cpack || pexts || Cancel |

Press NEXT

| Certificate Import Wizard Z}J

Completing the Certificate Import
Wizard

Your have successfully complated the Certficate Tmport
wizard,
¥ou have spedified the Falowing setbngs:

Certficate Store Selected  Automazbicaly determined by £
Conkent Cerbficate

< Back “_ Firsh || Caniel |

Press FINISH

Root Certificate Store

't Do you want ko ADD the Fallowing certificate ba the Root Store?
L

Subject : NegoRed, NegoRed, Santo Dominga, DN, D0, slopez@negored. com
Issuer | Self Issued

Tirne Vabdity : Friday, October 20, 2000 through \Wednesday, November 17, 2004
Serial Number : 404AC90E BDACLEAS 439B0C05 F48C2611

Thumgeint {shal) | 5908245 A3DSDEES C2F36ADF CO2609C3 492AED1E
Thurrbgeint {mdS) : FOAZSE2D BF2E1C42 4EF26EFS DT356153

Press YES
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Steps fot Installing the Digital Certificate

' Certificate Import Wizard L{;”

.
lr) The import was suctesshul,
=

Press OK

2. Account information

Please fill in account information with values provided by
SECURE EDI Corporation previous to this installation. If you do
not have this account information, please contact an SECURE
EDI Corporation representative at our fechnical support line
or contact us via email at cs@secureedi.com.

For security purposes you could be required to change your
password on first logon. Please provide a new password and
confirmation as requested.

After you have filled up the required fields, press the “Register”
button to start the registration process.

3. Integration

This section will allow you to specify the location, naming
convention and other parameters for the files that will be
fransmitted and received in every supported file type. During
the registration process all file formats agreed to with Secure
EDI will be downloaded and so they will be listed in this screen.
If only HIPAA compliant files will be exchanged, only one line
will be shown. The configuration for the HIPPA documents will
apply to all HIPAA and X12 transactions (837, 270, 271, 835,
276, 277, 834, 820, 278, 997).

Refresh
Use this button to update this integration screen if new file
formats are included from SECURE EDI Clearinghouse.

Double click on any format type to specify integration
parameters.



Parameters Specifications

i &) securedi Link - Configuration Bm

Cornection and Activation Infa | Appkcation  Integration Setings |
- 'HIPAA Standard Documents!

Irpu-

Clutpigts

FileM ame-+@TransactonlD_@mechangelD THT

Diouble chek o zny ilem bo configue Hafiash

Ok Cancel

Inbound

This is the directory to which incoming files will be moved. Fill
in the field with the path and directory name or click the button
on the right side to browse the directory list.

File Name and Extension

No naming convention will be required for the files that will be
fransmitted to Secure EDI. The only requirement is that the file
be created in the expected file format.

For the incoming files some variables can be used fo create
a variable file name. The default file name is shown in the
format: @TransactionlD_@InterchangelD, where transactionlD
and InterchangelD are text variables.

Some of the variables that can be used to generate variable
file names are:

@TransactionID: “Transaction Set Identifier Code” (ST02).
@InterchangelD: “Interchange Control Number” (ISA13).
@Date: "Application Date”

Outbound

This is the directory from which outgoing files will be read in
order to be transmitted to SECURE EDI. Fill in the field with the
path and directory name or click the button on the right side
to browse the directory list.

Outbound History

By default, all transmitted files are removed from the outbbound
directory. If you wish to keep a copy of all fransmitted files,
please specify this directory and path name.

Row Delimiter

If a row delimiter different than the default (~) is used, it can
be specified by selecting it from the dropdown list or filling in
the field “Other” if it is not included in the list.

.S & Secureo1 LinK |5
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<OK> <Cancel>

Click on "OK" to keep the document integration parameters
or click on "Cancel” to ignore the changes that have been
made.

4. Apply Changes

Click on “"<OK>" to save changes or “Cancel” if no changes
are to be applied.

I D securedi Link Settings E
HIFAA Standard Documents .
[ LocalFies ||
Directone:
Inbatnd [

File: Mame and

|@TransachonlD_@interchangelD THT
il | @TransachonlD_ Elnteichang L

Serd files named |- -
Dutbatend |
Dutbound Histon [

Lo

R D ederstar |- | Othar

Ok | gence
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Menu and Toolbar Description

Start/Stop
This button will activate/deactivate the
. . automatic transmission and receiving
process. When the button has the "Green”
Skark SEOp  color the communication service is started

and the communication with SECURE EDI
will happen automatically at some given time interval. This
interval is defined by the user and is located at the Parameters
section.

) Securedi Link - Secure EDI HIPAA Connector ==
Fle Tools Hep
5] & i " & .
Start Porameters SendBeceve  Clear Log PrntReports Exit
Folder Scan | L Connactod 10 Tés Server
Fie Transfor | T 0%  Recsvng[ T 0w
Sent Fles - RAatenved Fies Dipibbe bk o &y Ml 1o open i,

Activity Log
I

NOIE: For the registration you are required to connect fo the infernet
in order to establish a connection with Secure EDI Health Group
ClearingHouse.

This option is also available through the Menu, following the
path: File ->Start/Stop.

Parameters
P This option will allow you to modify the
system reqistration parameters as well as
the communication and file types and
Parameters  formats supported. It is available by clicking

on the “Parameters” button at the Toolbar
or by following the Menu on
“File->Parameters”.

It could also be called as a stand-alone module by executing
the file “SECUREDI LINK config.exe” from the Installation directory
or by using the Windows Start Menu:

“Start->Programs->SECURE EDI->SECUREDI LINK Config.

') securedi Link - Configuration 3
Conrection and Actsaticn Inlo | ﬁ.np'icalbn| lltwd-:-n'iut*ng:l

Semver Hame | -l v
Connection [iial Up Comnection
= LAN L
~ Dial Up

Userl ame B
! Change Fassword

Pazgeord [

Activation Key |

Aocounl Mame MM Tet Vendo2

B egister

ok |  Cancel

Connection and Activation Info
In this section you will be able to modify the intemet parameters
for communicating with Secure EDI HealthGroup Clearinghouse.

ServerName
Select the server name 1o be used when communicating with
Secure EDI. Please use TEST if you are in test phase.

Connection

Select "LAN" for connections that will require a LAN configuration
(DSL, Cable, Leased Line, Wireless, etc.)

Select "Dial-UP * for dial-up internet connections.
If this is the connection type selected you can also specify
whether the line should be released after the transmission

process. If you wish to do so, please click checkbox to select
"Hang Up after Sending and Receiving”.

Aplication Tab

This section will allow you to modify the account information
provided by Secure EDI Health Group Clearinghouse. Every
fime these values are changed a new configuration will be
downloaded from the remote server after pressing the “Register”
button. Please make sure all the required fields are specified.



() securedi Link Configuration X
Cormection and Actvation Info | Apokeation | Integiation Sestings |

StartUp/Chose
" Fiun Tiansmssaon Program Immedistel
Cloze Transmizion Program whes Frehed

SendFeceve
Polrig Interval g IFﬂ;IE: ...;

¥ Savebctnylogs  LogSue [snp |z ]

R epoiting
File Report Fommat

il'mvm.tﬁﬂ'\-'u#nd'u'd:.ﬁ-: TS5V -

ik | Concel |

Run Transmission Prog?rqm Immediately
If this checkbox is marked, the Transmission and receiving
process will start automatically everytime the application is
opened. By default it is not marked, which means fransmission
and receiving process will have o be initiated manually by
using the start/stop option.

Close Transmission Program when finished.
This will force the application to close after the transmission
and receiving process has terminated. By default it will not
close the application.

Polling Interval

The time Interval between every automatic tfransmission and
receiving cycle is determined by this parameter. It is set to 5
minutes by default. You can change this value as well as the
fime scale (minutes, hours, days) at your best convenience.

Integration Tab

This section will allow you to specify the location, naming
convention and other parameters for the files that will be
fransmitted and received in every supported file type. During
the registration process all file formats agreed to with SECURE
EDI will be downloaded and so they will be listed in this screen.
If only HIPAA compliant files will be exchanged, only one line
for "HIPAA Standard Documents” will be shown. The configuration
for the HIPPA documents will apply to all HIPAA and X12
fransactions (837, 270, 271, 835, 276, 277, 834, 820, 278,
997).

Ofther file types and fomats, for example: NSF 5.0, 6.0, HCFA-
1500, UB-92 and other proprietary formats will appear in this
list and will be handled depending on the agreement with
SECURE EDI Clearinghouse.

.o' M ..
"5« SECUREDI LINK | 7
Parameters

(@ Seturea Tk - Configuration B

Connection ard Activation irf | Appkcation  Integiaion Settings |
- [HIPAA Standard Doguments

Irpd-x

Clubpgt-»

FileM zme-=@TranzactonlD_EmechangelD THT

Drziible chek oo any item to conligune

Parameters Specification

@ Securedi Link Configuration %]

Cornection and Activation Info. | Appleation | Integuation Settings |

Stant-UpiClose
[ Fiun Transmisson Frogram Inmedistely

Cloe Transmizion Program 'a'hen Firiched
Send/Hecems
Folrg Interval g Ih_'n-.le: =
¥ SaveActrilyplog:  LogSoe iﬁq}:, [bres]

Fiepoitirg

File Roport Fomat [ Comma Sepaiated Values [C5V]) =

Qk | Concel |

Inbound

This is the directory to which incoming files will be moved. Fill
in the field with the path and directory name or click the button
on the right side to browse the directory list.

File Name and Extension

No naming convention will be required for the files that will be
fransmitted to SECURE EDI. The only requirement is that the file
be created in the expected file format.

For the incoming files some variables can be used fo create
a variable file name. The default file name is shown in the
format: @TransactionlD_@InterchangelD, where transactionID
and InterchangelD are text variables.

Some of the variables that can be used to generate variable
file names are:

For HIPAA Standard Files
a. @InterchangelD: “Interchange Control Number” (ISA13).



b. @TransactionID: “Transaction Set Identifier Code” (ST02).

For all Files

a. @Date: System Date in the format YYYYMMDDHHNNSS.
b. @Year2: Current Year - 2 digits format.

c. @Year4: Current Year - 4 digits format,

d. @Month: Current Month - 2 digits

e. @Day: Current day of Month.

f. @JulianDay: Julian day - 3 digits

g. @Hour: System Hour in the 24h format.

h. @Minute: Minutes.

i. @Second: Seconds.

For non-standard files
a. @Prefix: Prefix defined by trading partner agreement.
b. @Suffix: Sufix defined by trading partner agreement.

Send Files Named

This could be a fixed file name or a mask (ex. *.*) which will
allow to send a single filename, several files of the same
extension, or simply all the files in the outbound directory
depending on the mask being used.

Outbound

This is the directory from which outgoing files will be read in
order to be transmitted to Secure EDI. Fill in the field with the
path and directory name or click the butfton on the right side

to browse the directory list.

Outbound History
By default, all transmitted files are removed from the outbound
directory. If you wish 1o keep a copy of all fransmitted files,

please specify this directory and path name.

Row Delimiter

If a row delimiter different than the default (~) is used, it can
be specified by selecting it from the dropdown list or filling in
the field “"Other” if it is not included in the list.

<OK> <Cancel>

Click on "OK" to keep the document integration parameters
or click on "Cancel” fo ignore the changes that have been
made.

Refresh
Use this button to update this integration screen if new file
formats are included from SECURE EDI Clearinghouse.

Send/Receive
;'/’ This option will force starting the
fransmission and receiving process

immediately. This will override the interval

Send,l'REEEI'-.-'E set for the start/stop function.
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Clear Log
All the tfransmission and receiving activities
v& are writfen to a log that can be written o a
| file or discarded. The selection of this option
Cleat Log  wil clear the log activity from the screen and
will ask for saving the actual log displayed
on screen to a log file.
10 Securedi Link - Secure % HPAA Comector =)

A tfrack of all communication activities will always be kept at
the Clearinghouse remote location so this action will only take
effect over the local activity log at the local PC.

View Errors

After the files fransmission process all errors
3 generated from the validation subsystem

on the remote location will be reported
1o the originating application in a readable
format for the end user. All errors will have
as a reference the interchange ID of the
997 transaction to which they belong to.

[ @ErosReport A
= CA130818.837 TXT 2003-09-04 16:52:05
WaLUE OF ELEMENT PRV03 IS INCORRECT. EXPECTED VALUE |5 FROM EXTERMAL CODE LIST -

Wiew Errors

| |

Click on the [+] to expand view
Double click on the eror desciplion bo view more details

Cleat Ermars

Double click on the file name to open a detailed window with
information about the errors.
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Send/Receive

& JzZ8
»

o:-»-- P e @ -, 4 D93

o S
Additionaly, an ASCII file (fab delimited) will be received in
your “Inbox” directory as configured for the SECURE EDI
Notification Message’'s document type. The file structure is

. <"« Secure EDI Health Group Corp.
"ic'. Error Report lor MIPAA VARJATONS B Fayer Business Hules

File Mama: 371 Hrene Cauwnt: 4

Types HIF File Sin shown below.:
Fila Date: [0 i . R File 1D
File Sursreaary infy
(ks e Total At et Total R Accmpted. fata Accepted T=TE
i $na131 Fi #2013 i e e
Interchangs irio FileNama FileDate FileIh DocCumentln Intitr IMumber  Group <]
. & i = g e CAD30BLE, 837, T>T 2003-08-25 18:49:28 4818 004010%097 GOO0C
Esnday Qual/yD eshes Gasly Satedt hanhae s i o e & CAO30B18. 837, TxT 2003-08-29 18:49:28 1518 004010097 0000C
Gaoup e
Samder 101 Hecssves [0 Date Teve  Contrsd Bomber Veorwan Numibes Teamaaations
Franuaction info
libantitier Code  Contral Numsher  Clasns Ssperted  Acoaptad
ey iy j
. M. Cla Rajeatad  Acvepled
ey s Majas e np
e Inw
s Nisnlisd Tatal Charges Whatua
307 e AZCHETEC
EARON Exit
Marme Tyire Messays Data Luwnl
e LR e ¥ - * L LLRR | b=
3THIZ BEDL [ F35 = AEECTID .
ERROR Ecit This will close the application..

Hame Typa Mersaye Data Lawal

L]

Print Errors

=

Print Errors

After you click the “Print Errors” button the
screen shown below will be displayed. It
shows the file name, transmission date
and hour and also the date and hour in
which the notification was received..

x|
File Hame | Date | Eirce Mctificaton Date | =]
[ CAD3097 8 837 THT 20030829 18:4%:28 20030905 11-2002
O can3oe18 837 1T 2003-08-29 18:49.28 20030905 11:2012
[ canz0818 837 7T 20030829 18:49:28 200209-05 11-20.11 J
CAQZDBA3T TAT 20030829 18:49:28 2003-09-05 1120000
] canzoataaar T 20030829 18:49.28 2002.09.05 11:2009
O canaos18.837 14T 20030829 18:49:28 20020905 11-20:08
[ CAQ30E1 8837 THT 2003-08-29 18:49:28 2003-09-08 11-20007
] canzoetasar T 20030829 18.49.28 200209.05 112006
O carzos18.837 147 20030904 165805 20030905 111603 =]
Select Al | View Reparl I Close |

Select the file or files you wish to view and click on “View
Report”. A list of errors for each of the selected files will be
displayed.
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Errors Notifications-Data File Layout

Column Name DataType Length Description

FileName Varchar 255 File Name / Original file name

FileDate Datetime 18 Date / Transmission date

FilelD Integer 10 File ID / Secure EDI internal reference
for the file

DocumentID Varchar 12 X12 Document type/Version

INtCHINumber Varchar 9 Interchange Number / ISAQ6 in the
original file

GroupSenderlD Varchar 15 Application Sender ID / GS02 in the
original file

Ref/Claim-Number Varchar 38 Reference Number / Claim number or
fracking number

ErrorCode Char 2 Internal Error Code / Secure EDI Error
Number.

Name Varchar 128 Error Class / Secure EDI”s Error Number

ErrorMessage Varchar 512 Error Message / Error Description

ErrorData Varchar 256 Error Data / Portion of data in error or
segment in which the error occurred
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Troubleshouting - Common Errors

Error
401

12045

12002

12029

12031

Descriptions
HTTP  Status Denied

HTTP  Invalid Certificate Authority

Account is locked

HTTP  Connection Time Out

HTTP Cannot Connect

HTTP Connection Reset

Comments
Invalid username and/or password specified.

The required digital cerfificate has not yet been
installed in your PC. Please verify the installation
process for instructions on how to install this certificate.

The registration process has been completed for this
account. This account can not be used again unless
it is released by Secure EDI.

A connection could not be established due to a slow
communication line. Please try again.

A connection could not be established to your ISP
network using this account information.

The connection with your ISP network was lost. Please
fry connecting again.
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Technical Support

Our technical support staff will be available from 8:30 AM to 6:30 PM EST from Monday thru Friday.

For USA,

Call 1-800-466-9676 or send us an email to cs@secureedi.com.

To download patches and/or updates, new products and documentation,
please visit us at www.secureedi.com



